Step 1: While the Smart Card is inserted into a card reader on the machine open Active Client and double click My
Certificates.
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Step 2: All certificates on the Smart Card will be displayed. Double click a certificate or select one by clicking it then click the
View this certificate... button on the left to see more details.
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Step 3: Click the Details tab to see more information.

Pl Certificate

General Certification Path

ﬁ. Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer
* Protects E-f‘nail messages
»2,15.840.1.101.2.1.11.42

* Smart Card Logon

Issued to:

Issued by: DOD EMAIL CA-59

valid from §/25/2020 to 8/30/2020

Issuer Statement




Step 4: Scroll down and look for the field named Key Usage and ensure it reads Digital Signature, Non-Repudiation. Please
NOTE: It is the certificates with Key Usage values: Digital Signature, Non-Repudiation that should be used for signing

documents.
M Ceriificate
General Details  Certification Path
Show: | <Al ~
Field Value 2
@Auiﬁority Information Access  [1]Authority Info Access: Acc...
ESUbject Alternative Name RFC822 Name-
Enhanced Key Usage Smart Card Logon (1.3.6.1.4....
BKE\; Usage Digital Signature, Non-Repudia...
%IIIUIIIUMIIIL B i - - L 4 e - 16w o ey
ElFriendIy name Signature - HENMING,LAMNCE. ...
Edit Properties... Copy to File...
Step 1: Open an IE browser, go to internet options.
Print »
File ¥
ZLoom (100%) ¥
Safety »
Add site to Apps
Internet View downloads Ctrl+)
Explorer

Manage add-ons
F12 Developer Tools

Go to pinned sites

Compatibility View settings

Internet options



CearSSLstate |  Certficates  Publishers

AutoComplete

= AutoComplete stores previous entries | Settings
on webpages and suggests matches h
for you.

Feeds and Web Slices

E Feeds and Web Slices provida | Settings
= updated content from websites that

can be read in Internet Explorer and
other programs.

ok || coneet | [[AGAN ]

Steﬁ 3: Click Certificates.
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Step 4: In the Certificates pop-up menu, double click the specific certificate.

Certificates x

Intended purpose: !db w
Personal  Other People  Intermediate Certification Authorities  Trusted Root Certificatior * | *

Issued To Issued By Expiratio... Friendly Name ~
| . DODJTCIDSWCA-37 8 9

il . DOD JITC IDSW CA-37  3/29/2020

i 992118

i | Communications Server  12/23/2019

&4 CACIISSCAQZA 11/16/2019

[Gleds12.user12.930... DOD JITC ID CA-41 2/21/2020  Imported Cartific...

[pledaz8.user28.930... DOD JITC ID CA-41 2/21/2020  Imported Certific...

Cpleda32user32.930... DOD NTCIDCA-41 2/21/2020  Imported Certfic...

[pleda42.user42.930.,. DOD JITC ID CA-41 2/21/2020  Imported Certific... ¥

| Import... Export... [ Remawve . |Mummd

Certificate intended purposes
Client Authentication, Sexure Email

Step 5: Go to the Details tab

a Certificate

Gmd@uﬁﬁuﬁm Path

- Certificate Information

This certificate is intended for the following purpoese(s):

# Proves your identity to a remote computer
+ Protects e-mai m
+2.16.840.1.101.2.1.11.39

Issued to:
Issued by: DOD JITC ID SW CA-37

Valid from 3/8/2016 to 8/3/2019
? You have a private key that corresponds to this certificate.

Issuer Statement




Step 6: Verify the Key Usage says Digital Signature, Non-Repudiation. Please NOTE: It is the certificates with Key Usage
values: Digital Signature, Non-Repudiation that should be used for signing documents.

M Certificate
General Details  Certification Path
Show: | <All= ~ |
Field Value A
.ﬂtuﬂ'writy-I Information Access  [1]Authority Info Access: Acc...
Subject Alternative Name RFC822 Mame=
i i i 3012 30100508 2h DA 0105
Enhanced Key Usage Smart Card Logon {1.3.6.1.4....
Key Usage Digital Signature, Mon-Repudia...
o = S L
Fr\endl\-I name Signature - HENNING.LANCE. ... -I‘
v
Edit Properties. .. | | Copy toFile... |

Step 1: Open the “New” Microsoft Edge browser, go to “Settings and more...
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" three dots in upper right corner.
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Step 2: Click Settings.
s 0

New tab Ctrl+T

New window Ctrl+N
& New InPrivate window Ctrl+Shift+N

Zoom 100%  +
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History

Downloads

Apps
Extensions
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Print

Find on page Ctrl+F
) Read aloud Ctrl+Shift+U

More tools

Settings

Help and feedback
Close Microsoft Edge

Managed by your organization

Step 3: Search for "Manage Certificates” or click the “Privacy, search, and service

B Your browser is managed by your organization

= Settings

Profiles
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On startup

MNew tab page

Site permissions vereign cloud.

Default browser

Downloads



Step 4: Scroll Down and click the Manage Certificates button.

= Settings

This includes history, passwords, cookies, and more. Only data from this profile will be deleted.

Clear browsing data now Choose what to clear

Choose what to clear every time you close the browser

Clear browsing data for Intemet Explorer
This includes history, passwords, cookies, and more. Chosen data for Intemet Explorer and Internet Explorer mode will be deleted.
Clear browsing data now Choose what to clear

Clear chosen data for Internet Explorer and Internet Explorer mode every time you exit Microsoft Edge (]

Privacy

Select your privacy settings for Microsoft Edge.

Send "Do Not Track” requests

Allow sites to check if you have payment methods saved

Manage certificates

Help improve Microsoft Edge

Step 4: In the Certificates pop-up menu, double click the specific certificate.

Certificates x

Intended purposs: <All> W

Personal  Other People  Intermediate Certification Authorities  Trusted Root Certificatior * | *

Issued To Issued By Expiratio... Friendly Name ~

A . DOD JITC IDSW CA-37  8/9/2019 |

_ﬁjl . DOD JITC ID S\ CA-37  3/29/2020

Gl 92118

Sl Commurications Server  12/23/2019

i CACIISSCAOZA 11/16/2015

_=Jeda12.usa'.2.930... DOD JITC ID CA-41 2f21/2020 Imported Certific...

_,,JECBZE.U&HZE.SBJ... DOD JITC ID CA-41 2/21/2020 Imported Certific...

4}.'&@32&5332.933-.- DOD JITC ID CA-41 221/2020 Imported Certific...
pledad2.user42.930... DOD JITC ID CA-41 2/21j2020  Imported Certific...

Import... Export... Remave Advanced

Certificate intended purposes

Client Authenbcation, Secure Email




Step 5: Go to the Details tab

&’

General m ertification Path

R Certificate Information

This certificate is intended for the following purpose(s):

+ Proves your identity to a remote computer
* Protects e-mai messages
* 2,16.840.1.101.2. 1.1L.39

Issued to:
Issued by: DOD JITC ID SW CA-37

Valid from 8/8/2016 to 8/9/201%

_:) ‘You have a private key that corresponds to this certificate.

oK

Step 6: Verify the Key Usage says Digital Signature, Non-Repudiation. Please NOTE: It is the certificates with Key Usage
values: Digital Signature, Non-Repudiation that should be used for signing documents.

H Certificate
General Details  Certification Path
Show: | <Al ~
Field Value ~
Auﬁwrity Information Access  [1]Authority Info Access: Acc...
Subject Alternative Name RFC822 Name-+
i i i 301230100608 2k 060105
Enhanced Key Usage Smart Card Logon (1.3.6.1.4....
DKey Usage Digital Signature, Non-Repudia...
o
DFriendIy name Signature - HENNING.LAMCE. ...
v
Edit Properties. .. Copy to File...




Step 1: Open a Chrome browser, go to Customize and control Google Chrome three dots in upper right corner.

VIEW SYSTEM MESSAGES

Step 2: Click Settings.

Mew tab Ctrl+T
Google Mew window Ctrl+M

Chrome New incognito window  Cirl+Shift+N
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Settings

You and Google

Autofill

Safety check

Privacy and security

Appearance

Search engine

Default browser

On startup

Advanced

Step 4: Click Security.

Privacy and security

Clear browsing data

yorle

Site Settings

Con hat info




Step 5: Scroll down the page and click Manage certificates.

Enhanced protection

Standard protection

Help improve security on the web for everyone
, lir

‘Warmn you if passwords are exposed in a data breach

No protection (not recommended)

Use secure DN

Manage certificates
HTTP

Google Advanced Protection Program

Step 6: In the Certificates pop-up menu, double click the specific certificate.

Certificates X

Intended purpose: <Al> w

Personal  Other People  Intermediate Certification Authorities  Trusted Root Certificatior * | *

Tssued To Issued By Expiratio.., Friendly Name n
B . DODJITCIDSWCA-37  8/9/2019 |

_ﬂjl . DODJITCID SW CA-37  3/29/2020

el 9/9/2118

Sl Communications Server 12/23/2019

Sl CACIISSCADZA 11/16/2019

_,Jedalz.user'.z.axl... DOD JITC ID CA-41 2f21/2020 Imported Certific...
_,Jedaza.userzs.gjo..‘ DOD JITC ID CA-41 2/21/2020 Imported Certific...
_ﬂJEdBJ 2.user32.930... DODJITC ID CA-41 2/21/2020 Imported Certific...

aledad2.user42,930...  DOD JITCID CA-H1 2[21/2020  Imported Certific... ¥

Import... Export... Remove Advanced

Certificate intended purposes
Client Authentication, Secure Emai

Close:




Step 7: Go to the Details tab

R

Gmr&@:u tification Path

R Certificate Information

This certificate is intended for the following purpose(s):
# Proves your identity to a remate computer

+ Protects e-mail messages
*2.16.840.1.101.2.1,11.39

Issued to:

Issued by: DOD JITC ID SW CA-37

valid from &/8/2016 to 8/3/201%

7 ¥ouhave a private key that corresponds to this certificate.

Step 8: Verify the Key Usage says Digital Signature, Non-Repudiation. Please NOTE: It is the certificates with Key Usage

values: Diiital Siﬁnature, Non-Repudiation that should be used for signing documents.

General Details  Certification Path

Show: | <all> ~
Field Value 6
@Authority Information Access  [1] Authority Info Access: Acc...
@Subject Alternative Name RFC822 Name-

| 5l Subiect Directary Attrihutes 30 12 30 10 06,08 2h 06,0105
Enhanced Key Usage Smart Card Logon (1.3.6.1.4....
QKey Usage Digital Signature, Non-Repudia...
de
=TTt e +35dEo
DFriendIy name Signature - HEMNIMG.LANCE....

Edit Properties... Copy to File...




