Step 1: Open Active Client while the Smart Card is inserted into the machines card reader. Click the My Certificates option.
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Step 2: Locate the Smart Card certificate with the Friendly Name that is Authentication — USERNAME, as seen in the red box
below. If the Authentication certificate is not present on the Smart Card then the user must use the ID — USERNAME

certificate as shown in the blue box.
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Step 3: Double click the certificate that needs exported, this will display a Certificate pop-up. Click the Details tab.

;“ Certificate

General Certification Path

(ajg Certificate Information

This certificate has expired or is not yet valid.

Issued to: HEM
Issued by: DOD ID CA-59

valid from &/25/2020 to 8/30/2020

¥ ou have a private key that corresponds to this certificate,



Step 4: Click the "Copy to File...” button

H Certificate

General Details  Certification Path

Show: | <All> ~
Field Value "
@Auﬂwrity Information Access  [1]Authority Info Access: Acc...
@Subject Alternative Name Other Name:Principal Name=1...
Subject Directory Attributes 3012 30 10 06 08 2b 06 01 05...
Enhanced Key Usage Smart Card Logon (1.3.6.1.4....
DKey Usage Digital Signature (30)
|:|Thumbprint 1672cef55f017afe4a0c0f16d1...
DFriendIy name Authentication - HENNING.LA. ..

Edit Properties... Copy to File...

Step 5: On the Certificate Export Wizard pop-up click the Next button.

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

MNext Cancel




Step 6: Click the Next button again on the following Export Private Key screen. NOTE: Ensure that the “"No, do not export the
private key” option is selected.

Export Private Key
‘fou can choose to export the private key with the certificate.

Frivate keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
Yes, export the private key

(®) No, do not expert the private key

Mote: The associated private key is marked as not exportable. Only the certificate
can be exported.

Mext Cancel

Step 7: On the Export File Format screen select the “Base-64 encoded X.509 (.CER)"” radial option and click the Next button.

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

I@ Base-64 encoded X, 509 {.CER) I

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (\P7E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 ((PFX)
Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties
Enable certificate privacy

Microsoft Seriglized Certificate Store {,55T)

Mext Cancel




Step 8: On the File Export screen click the Browse button, Windows File Explorer will open. Choose a file name and a location
on the local machine.

File to Export
Specify the name of the file you want to export

File name:

| | Browse...

Mext Cancel

Step 9: After naming the file click the Next button.

File to Export
Specify the name of the file you want to export

File name:
D:\Smart_Card_Cert.cer| Browse...

Mext Cancel




Step 10: Click the Finish button on the Completing the Certificate Export Wizard screen.

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the following settings:

D:\Smart_Card_Cert.cer
Mo
Incude all certificates in the certification path Mo
File Format

Export Keys

Baset4 Encoded X, 509 (*.cer)

Step 11: A success window will pop-up, click the OK button to finish.
Certificate Export Wizard

The export was successful,




Internet
Explorer

Step 1: Open an IE browser, go to internet options.
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Steﬁ 3: Click Certificates.

General Securty Prvacy Content Connections Programs Advanced

Certfficates
Use certificates for encrypted connections and identification.

=a= o

AutoComplete

AutoComplete stores previous entries Settings
R onwebpages and suggests motches
for you.

Feeds and Web Slices

7 Feeds and Web Slices provide Settings
Y] updated cantent from websites that

can be read in Internet Explorer and

ather programs.

Step 4: In the Certificates pop-up menu, verify the Friendly Name of the Certificate is Authentication — USERNAME, as seen in
the red box below. If the Authentication certificate is not present on the Smart Card then the user must use the ID —
USERNAME certificate as shown in the blue box.

Certificates Certificates

Intended purpose: <All> - Intended purpose: <All= w

Personal  Other Pecple  Intermediate Certification Authorities  Trusted Root Certificatior 4 | * Personal Other People  Intermediate Certification Authoriies  Trusted Root Certificatior 4 | *

Issued To Issued By Expiratio...  Friendly Name . Issued To Issued By Expiratio...  Friendly Name 6

ZlH DOD EMAIL CA-51  4/14/2020  Encryption - HE S DODEMAIL CA-51  4/14/2020  Encryption - -

ZIH DOD EMAIL CA-53  &(30/2020  Signature - HEN = DODEMAL CA-53  8/30/2020  Signature - HE

SlH DOD EMAIL CA-51  4/14/2020  Signature - HEN = DODEMAL CA-59  8/30/2020  Signature -HE

SylH DODIDCA-43 §/30/2020  Authentication S DOD EMAILL CA-59  §/30/2020  Encryption - F

ZIH DOD EMAIL CA-59  §/30/2020  Encryption - HE SlH DOD ID CA-43 §/30/2020  Authenticatior

H DOD EMAIL CA-59 /302020  Signature - HEN = 00D ID CA-S2 4H41000 ulbecioio

_ﬁJHI DOD ID CA-59 3/30/2020 ID - HEMMIMG. L _EJH DOD ID CA-59 8/30/2020

z"’JH' DOD ID CA-52 4/14/2020 JRHthenticatio = v SlH DOD ID CA-59 8/30/2020  Authenticatior v
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Certificate intended purposes
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View =
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Cloze
Close



Step 5: Click the certificate that needs exported to hi

hlight and then click the Export button.

L]

Intended purpose: <All=
Personal Other People  Intermediate Certification Authorities  Trusted Root Certification| *
Issued To Issued By Expiratio...  Friendly Name ~

DOD JITC EMAIL CA-H  6/28/2020  Encryption - RHE...
DOD JITC ID CA-41 6/28/2020 Authentication - ...
DOD ID CA-49 6/30/2020  Authentication - ...
DOD EMAIL CA-49 6/30,/2020 Signature - HEM. ..
Communications Server  8/29/2020

DOD EMAIL CA-59 8/30,/2020 Signature - HEM. ..
DOD EMAIL CA-59 8/30/2020  Encryption - HEM...
DOD ID CA-59 &/30/2020 ID - HEMMIMG.L. ..

DOD ID CA-59 Authentication - ...

Impart... Remove Advanced
Certificate intended purposes
Smart Card Logon, Client Authentication
View

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which i issued by a certification authaority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

Mext Cancel

Step 6: On the Certificate Export Wizard pop-up click the Next button.



Step 7: Click the Next button again on the following Export Private Key screen. NOTE: Ensure that the “"No, do not export the
rivate ke

”

option is selected.

Export Private Key
‘fou can choose to export the private key with the certificate.

Frivate keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
Yes, export the private key

(®) No, do not expert the private key

Mote: The associated private key is marked as not exportable. Only the certificate
can be exported.

Mext Cancel

Step 8: On the Export File Format screen select the “Base-64 encoded X.509 (.CER)" radial option and click the Next button.

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

I@ Base-64 encoded X, 509 {.CER) I

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (\P7E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 ((PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful

Export all extended properties

Enable certificate privacy

Microsoft Seriglized Certificate Store {,55T)

Mext Cancel




Step 9: On the File Export screen click the Browse button, Windows File Explorer will open. Choose a file name and a location
on the local machine.

File to Export
Specify the name of the file you want to export

File name:

| | Browse...

Mext Cancel

Step 10: After naming the file click the Next button.

File to Export
Specify the name of the file you want to export

File name:
D:\Smart_Card_Cert.cer| Browse...

Mext Cancel




Step 11: Click the Finish button on the Completing the Certificate Export Wizard screen.

Completing the Certificate Export Wizard

‘You have successfully completed the Certificate Export wizard.

‘You have specified the following settings:

D:\smart_Card_Cert.cer
Mo

Indude all certificates in the certification path Mo

Filz Format

Export Keys

Base64 Encoded X, 509 (*.cer)

-up, click the OK button to finish.

Step 12: A success window will pop

Certificate Export Wizard

The export was successful,




For quick access, place your favorites here on the favorites bar. Manaoe
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Apps
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Step 3: Search for "Manage Certificates” or click the “Privacy, search, and service” option.

B Your browser is managed by your organization

= Settings

— <+ Add profile
Privacy, search, and servic

Appearance

On startup

New tab page

Site permissions vereign cloud.

Default browser

Downloads

Step 4: Scroll Down and click the Manage Certificates button.

= Settings

This includes history, passwords, cookies, and more. Only data from this profile will be deleted.

Clear browsing data now Choose what to clear

Choose what to clear every time you close the browser

Clear browsing data for Internet Explorer

This includes history, passwords, cookies, and more. Chosen data for Intemet Explorer and Internet Explorer mode will be deleted.
Clear browsing data now Choose what to clear
Clear chosen data for Internet Explorer and Internet Explorer mode every time you exit Microsoft Edge (]
Privacy

Select your privacy settings for Microsoft Edge.

Send "Do Not Track” requests

Allow sites to check if you have payment methods saved

Manage certificates

Help improve Microsoft Edge



Step 4: In the Certificates pop-up menu, verify the Friendly Name of the Certificate is Authentication — USERNAME, as seen in
the red box below. If the Authentication certificate is not present on the Smart Card then the user must use the ID —
USERNAME certificate as shown in the blue box.

Certificates Certificates

Intended purpose: <All= w Intended purpose: <Al o

-

Personal  QOther People  Intermediate Certification Authorities  Trusted Root Certification 4 Personal Other People  Intermediate Certification Authoriies  Trusted Root Certificatior 4 | *

Issued To Issued By Expiratio...  Friendly Name . Issued To Issued By Expiratio...  Friendly Name 6
SHI DOD EMAIL CA-51  4/14/2020  Encryption - HE S . DODEMAL CA51  4/14/2020  Encryption -+
SHI DOD EMAIL CA-59  &/30/2020 Signature - HEN S . DODEMAL CA-53  8/30/2020  Signature - HE
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Step 5: Click the certificate that needs exported to highlight and then click the Export button.

Certificates »

Intended purpose: <All> v

Personal | Other People  Intermediate Certification Authorities  Trusted Root Certificatior| * | *

Issued To Issued By Expiratio...  Friendly Mame i
DOD JITC EMAIL CA-41  6/28/2020  Encryption - RHE. .
DOD JITC ID CA-41 6/28/2020 Authentication - ...
DOD ID CA-49 6/30/2020  Authentication - ...
DOD EMALL CA-49 6/30/2020 Signature - HEM...
Communications Server ~ 8/29/2020
DOD EMALL CA-59 8/30/2020 Signature - HEM...
DOD EMAILL CA-59 8/30/2020  Encryption - HEN. ..
DOD ID CA-59 8/30/2020  ID -HEMMING.L...
DOD ID CA-58 8/30/2020  Authentication -... Jid
Import... Export... Remove Advanced

Certificate intended purposes
Smart Card Logon, Client Authentication
View

Close




Step 6: On the Certificate Export Wizard pop-up click the Next button.

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

To continue, dick Next.

MNext Cancel

Step 7: Click the Next button again on the following Export Private Key screen. NOTE: Ensure that the “No, do not export the
rivate key"” option is selected.

Export Private Key
‘¥ou can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
‘Yes, export the private key

(®) No, do not export the private key

Mote: The assocdated private key is marked as not exportable. Only the certificate
can be exported.

Mext Cancel




Step 8: On the Export File Format screen select the “Base-64 encoded X.509 (.CER)” radial option and click the Next button.

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

I@ Base-64 encoded %.509 (.CER) I

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P78)

Include all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (PFX)
Indlude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties
Enable certificate privacy

Microsoft Serialized Certificate Store ((S5T)

MNext Cancel

Step 9: On the File Export screen click the Browse button, Windows File Explorer will open. Choose a file name and a location
on the local machine.

File to Export
Spedfy the name of the file you want to export

File name:

| | Browse...

Mext Cancel




Step 10: After naming the file click the Next button.

File to Export
Specify the name of the file you want to export

File name:

D:\Smart_Card_Cert.cer| Browse...

Mext Cancel

Step 11: Click the Finish button on the Completing the Certificate Export Wizard screen.

Completing the Certificate Export Wizard

‘You have successfully completed the Certificate Export wizard.

‘You have spedified the following settings:

File Mame D:\Smart_Card_Cert.cer

Export Keys Mo
Include all certificates in the certification path Mo
File Format Baset4 Encoded ¥.509 (*.cer)




Step 12: A success window will pop-up, click the OK button to finish.
Certificate Export Wizard g

The export was successful,

Step 1: Open a Chrome browser, go to Customize and control Google Chrome three dots.

VIEW SYSTEM MESSAGES

Step 2: Click Settings.
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Settings

You and Google
Autofill

Safety check
Privacy and security
Appearance

Search engine
Default browser

On startup

Advanced

Step 4: Click Securi

Privacy and security

Clear browsing data

Security

Safe Brows

Site Settings
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Step 5: Scroll down the page and click Manage certificates.

anced protection

Help improve security on the web for everyone
R u visit, i

‘Warn you f passwords are exposed in a data breach
C a our ords 1 list:

No protection (not recommended)
Doe nst da

Google Advanced Protection Program
afeguards the personal Google Accounts of a

Step 6: In the Certificates pop-up menu, verify the Friendly Name of the Certificate is Authentication — USERNAME, as seen in
the red box below. If the Authentication certificate is not present on the Smart Card then the user must use the ID —
USERNAME certificate as shown in the blue box.

Certificates Certificates

Intended purpose: <All= >~ Intended purpose: <All> hd
Personal | Other People  Intermediate Certification Authorities  Trusted Root Certificatior) * | * Personal  Other People  Intermediate Certification Authorities  Trusted Root Certificatior| * | *
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Sl DOD EMAIL CA-51  4/14/2020  Encryption - HE SH . DODEMAIL CA-51 4/14/2020  Encryption -+
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Sl DOD EMAIL CA-51  4/14/3020  Signature - HER, = . DODEMAIL CA-59 8/30/2020  Signature - HE
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SH DOD EMAIL CA-59  8/30/2020  Encryption - HE M . DOD ID CA-49 6/30/2020  Authenticatior
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SteE 7: Click the certificate that needs exiorted to highlight it and then click the Export button.

Intended purpose: <All= R

Personal  Other People  Intermediate Certification Authorities  Trusted Root Certification] * | *

Issued To Issued By Expiratio...  Friendly Name K
DOD JITC EMAIL CA-41  6/28/2020 Encryption - RHE...
DOD JITC ID CA-41 6/28/2020 Authentication - ...
DOD ID CA-49 6/30/2020  Authentication - ...
DOD EMAIL CA-49 6/30/2020 Signature - HEN...
Communications Server  8/29/2020
DOD EMAIL CA-59 &/30/2020 Signature - HEN. ..
DOD EMAIL CA-59 8/30/2020 Encryption - HEN...
DOD ID CA-59 &/30/2020 ID -HEMNING.L...
DOD ID CA-59 Authentication - ... [
Import... Export... | Remove Advanced

Certificate intended purposes

Smart Card Logon, Client Authentication

View

Step 8: On the Certificate Export Wizard pop-up click the Next button.

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

To continue, dick Next.

Mext Cancel




Step 9: Click the Next button again on the following Export Private Key screen. NOTE: Ensure that the “"No, do not export the
rivate ke

”

option is selected.

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
Yes, export the private key

(®) No, do not export the private key

Mote: The assodated private key is marked as not exportable. Only the certificate
can be exported.

Mext Cancel

Step 10: On the Export File Format screen select the “Base-64 encoded X.509 (.CER)” radial option and click the Next button.

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

I@ Base-64 encoded ¥.509 .CER) I

() Cryptographic Message Syntax Standard - PKCS #7 Certificates {.P7B)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 ((PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store (\55T)

Mext Cancel




Step 11: On the File Export screen click the Browse button, Windows File Explorer will open. Choose a file name and a
location on the local machine.

File to Export
Specify the name of the file you want to export

File name:

| | Browse...

Mext Cancel

Step 12: After naming the file click the Next button.

File to Export
Specify the name of the file you want to export

File name:

D:\Smart_Card_Cert.cer| Browse...

Mext Cancel




Step 13: Click the Finish button on the Completing the Certificate Export Wizard screen.

Completing the Certificate Export Wizard

‘fou have successfully completed the Certificate Export wizard.

‘fou have spedfied the following settings:

D:\Smart_Card_Cert.cer

Expart Keys Mo
Indude all certificates in the certification path Mo
File Format Baset4 Encoded X.509 (*.cer)

Step 14: A success window will pop-up, click the OK button to finish.
Certificate Export Wizard

The export was successful.




